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Digital Good Practice Guide for 
VCSE Volunteering-Involving Organisations

1. Planning digital adoption
Digital adoption can mean different things at different stages of your organisation’s life. Transitioning to an internet-based phone system, shifting service delivery to online platforms, implementing a digital volunteer management tool, and adding digital payment methods for fundraising are only a few examples of digital adoption in the VCSE sector. 
When planning for digital adoption and implementation, prioritise a strategy that works for your own specific needs and context. It is key that you consider how this strategy will impact staff, volunteers, and beneficiaries as well as your organisation’s resources. Co-creation is key in a successful digital adoption process, and it is important to get it right from the start. 

The Charity Digital Code suggests 7 key areas for charities to explore when thinking about what approach and which tools are right for the organisation and continue to make an impact. The Code highlights the importance of risk assessment and ethical issues, and planning with the user’s needs in mind, alongside other factors such as leadership.


· What are the issues, needs, and challenges you would like to tackle through your digital adoption journey? Take a moment to list them.
· Look at them again: are these digital issues, inclusion issues, or other type of challenges that can be resolved through non-digital interventions?
· What is your level of confidence with the digital elements needed to carry out your role?

The key is adopting systems that are best suited for your organisation and consider the impact of adopting or changing systems on your staff, volunteers, and infrastructure. It is important to regularly review your digital tools and systems, and check what is fit for purpose. Simplicity, safety, accessibility, and ease of use are all crucial elements to digital adoption. Digital adoption/transformation is a chance for your organisation to look at your priorities around digital and look at how it intersects with your diversity and inclusion goals.
When implementing new digital tools, it is important to retain non-digital practises in order not to exclude those who may have barriers in accessing opportunities digitally, for example continuing to offer paper application forms.

2. Digital Inclusion
According to the Digital Poverty Alliance, digital inclusion can be summarised as the “ability to interact with the online world fully when, where, and how an individual needs to.” It highlights the importance of access to suitable devices, connectivity, and skills. But it is much more than this: accessibility, design, confidence, motivation, and support are essential factors too. Digital poverty and accessibility are matters that strongly affect inclusion.
During the onboarding process, consider each volunteer’s digital skills, digital accessibility needs, access to connectivity, access to devices, preferences related to communication, and motivation. 
When planning to increase the use of digital with volunteer teams, consider from the start how accessible the technology is to current and potential future volunteers:

· What will you need to put in place to ensure that all volunteers can access the information needed for their role, and to ensure equal access?  
· Will staff and/or volunteers need information guides, training sessions or one to one support to make the switch?  
· Will you offer reimbursement of any additional data costs for volunteers?  
· What provisions will you make for volunteers unable to access digital?

Useful links to provide free data, devices, and skills:
Good Things Foundation - Databank
Good Things Foundation - Device Bank
Good Things Foundation - Learn my Way

3. Accessibility 
When choosing digital tools, there is a wealth of guidance on which are the ones more accessible and about settings to enhance accessibility. For example, there are features on some platforms which can support translation, colour adjustment and font size adjustment, along with many other options. 

Organisations such as Difference North East and Accountable Practice can deliver tailored digital accessibility training and accessibility audits for you organisation. 
 



Useful links for resources on accessibility: 

Gov.UK - Making your service accessible: an introduction - Service Manual  
Gov.UK - 10 digital accessibility mistakes to avoid – Accessibility in government
The Catalyst - Trauma-informed design
ProMo Cymru - Learn: How to be an accessible facilitator 
Gov.UK - Understanding disabilities and impairments: user profiles 

4. Online safety 
Ensure that volunteers know how to keep themselves safe online when using digital tools and the online world as part of their volunteering. Volunteers should be aware of how to adjust their privacy settings, where applicable, and your organisation should provide further guidance relevant to specific tools, platforms, and systems being used. This can be included in your organisation’s induction pack or volunteer handbook. 
Remember that some volunteers may be more at risk online.  Ensure that appropriate safeguards are in place.

Useful links for resources on online safety: 

The Catalyst - Welcome to DigiSafe 
VONNE - Safer Culture North East - Resources and training 

5. Data Security

When choosing which platforms are suitable for your organisation, consider the implications for data security, for example:

· What safeguards are in place to keep confidential data safe? 
· What are the platform’s terms and conditions for use? 
· Will volunteers be using their own personal devices? Is this compatible with your organisation’s policies? 
· Some commercial messaging services allow volunteers to see each other’s contact details. Is this compatible with your organisations’ data protection policies? How will you manage this? 

Once you have decided on suitable platforms, volunteers will need to be aware of your organisation’s policy and procedure around data security.




6. Data Protection

Most volunteer-involving organisations hold information on their staff, volunteers and perhaps their beneficiaries. This information is likely to be personal data, and therefore subject to the 1998 Data Protection Act. This Act protects the rights of Data Subjects (the people whose data you have) and creates a framework of good practice for those holding their personal data.
If you collect and hold personal data, you are legally required to comply with the Act. 

Data protection is the responsibility of all. If your organisation processes personal data you must register with the Information Commissioner's Office, unless you are exempt.  See ICO for more information. 

Good practice in data collection and storage:

· The reason for requesting information about volunteers should be fully explained to them.  
· The only data held should be that which is necessary for the volunteer’s involvement with the organisation. 
· Care is needed to ensure that the information collected is adequate and up to date.  
· It should only be used for the purposes for which it was collected.  
· Volunteers should be aware of what information is held, and why.  
· Explicit consent should be asked for the collection, use and storage of sensitive personal information, such as ethnic or racial origin, and physical or mental health.  
· Information must be kept securely, and access to personal information should be restricted to relevant parties only.  
· Information should only be kept for as long as its original purpose is valid, and in line with data protection and internal human resources guidelines. When no longer required, information should be destroyed by being shredded by the organisation, or returned to the volunteer.  
· Volunteers should be made aware of their rights to view information held by the organisation under the Freedom of Information Act. 

Data Protection declaration

Consider having a data protection declaration specifically for volunteers who may have access to personal information. This should complement your Data Protection Policy. It helps to reinforce the importance of both their ambassadorial role and legal obligations under UK GDPR. 

More on data protection:

NCVO - Data protection and volunteers



7. Online Messaging 

Online groups and chat services can be helpful in providing remote support to volunteers, both from staff and from peers.

· How would your service benefit from such digital tool?
· Which online messaging tool is suitable for your volunteers?
· If you are adopting such tool, make sure that the purpose is clear from the start. A set of group guidelines or a group agreement can be used to ensure that discussion stays within the relevant boundaries, and the remit remains focused. 
· Ensure that you have specific consent from volunteers to use their personal information in a group messaging context. 
· Volunteers should be reminded that they are ‘in role’ when using the platform, therefore contributions should be within the scope of their volunteering role. 
· Consider who will be responsible for moderating the group. Will the group be monitored during office hours only? Consider expectations that messaging can create - the ‘instant’ aspect can mean that people feel obliged to be ‘on duty’ all of the time.  Ensure that your guidance addresses this.  
· How will you ensure that volunteers who don’t want to join an online group have the support and information they need?  
· How will you deal with any difficulties arising in an online group?

Organisations should ensure that they have a ‘Code of Conduct’ in place that covers these online tools. This should include everyone who is involved, including staff and volunteers. This is a short overview of messenger services.

Suggestions from the Gateshead Volunteer Network:

· WhatsApp - Browse all Shared Digital WhatsApp Guides
· Telegram 



8. Useability

Digital tools for volunteering can be grouped mainly into these categories:

· volunteer management systems
· third-party matching tools
· hybrid management/matching systems
· non-volunteering-specific digital tools and systems

Co-designing a process or deciding together what kind of tools and systems to use ensure that these process, tools, and systems have good uptake and useability. 

Co-design centres people – staff and volunteers alike –  who will use, or be affected by, what’s being created. It facilitates their active and ongoing participation. And it makes sure that their voices and experiences shape what’s produced.

It is important to consider staff and volunteers’ “user’s journeys” with each of your digital systems, processes, tools, and website: what are the steps that different staff and volunteers experience when interacting with them? How can these experiences be improved? 

If co-designing something from start to finish is not currently possible, consider running a pilot or focus group to collect feedback from volunteers before implementing the system with a wider volunteer team. This can help with understanding useability from a volunteer’s perspective, and ensuring that volunteers have the information / training they need to be able to use the platform successfully. 

Ensure that volunteers are aware of the reasons for using a particular tool, and share information on its benefits to the organisation / cause. 

Ask volunteers for feedback on new systems or processes, and review how these are being used, and how well they are working.  Ensure that you can make changes as needed. 

Many organisations have produced resources on their experience using different platforms.  These can be used to help think about what might be right for your organisation: Digital Guides 

9. Digital Volunteering
Technology has played an increasingly important role in volunteering since 2020. 
The volunteering digital transformation has arrived.
A Digital Trustee can bring their expertise to all board discussions and decisions, and champion digital. They are not there to ‘own’ digital — the responsibility is shared, just like it is for other areas like finance. The end game is a digitally literate board which thinks about how digital can strengthen all aspects of their charity’s strategy and operations. A digital trustee can help your board develop this expertise.
If you are developing new digital volunteering roles, it is important to understand what information your volunteers will be handling. For example, will they have access to passwords for your social media platforms and website? Will they have access to other volunteers and beneficiaries’ devices and data? It is the responsibility of each organisation to consider the various implications of different digital volunteering roles. It is advisable to develop clear guidelines for each role and a code of conduct. 
If you would like any advice or support in developing digital volunteer roles, please contact Volunteering@ConnectedVoice.org.uk and Alessandra.Mondin@ConnectedVoice.org.uk
10. Volunteer Management Systems
Volunteer Management Systems can be an efficient and secure way to manage data relating to your volunteers. They can be used in a range of ways from communicating with volunteers, tracking volunteering hours, analysing impact and streamlining your processes such as recruitment, induction, and training.
The needs of each organisation will vary. For example, this could be in regard to the number of volunteers you have, your budget, and how many people are working with your volunteers. 
It is the responsibility of the organisation to research which VMS - if any - would be best suited to meet the needs of the service. Each platform has varying costs, and these can differ based on the VMS. For example, some do not charge a fee if you have under a certain number of volunteers but will begin to charge once you exceed that set number. 
If you are looking to invest or change your VMS, it is important to explore various options along with terms and conditions to ensure you select the best working model for your organisation. It may be that there are other free alternatives you can use depending on the scale you are currently working at. It is advisable that you co-design the adoption of a VMS with your staff and volunteers, to truly adopt the best possible option and take everyone with you in this process.
Some of our Gateshead Volunteer Network Members have suggested the following VMS platforms:
· In-Form – Case management and client relationship management system, developed by and for the VCSE sector.
· Better Impact – a volunteer management software for tracking and engaging volunteers.
· Charity Log – a client relationship management software designed for charities to manage client records and interactions.
· ChurchSuite – a church management software for membership, events, and communication.
· Evolutive – a client relationship management software for managing contacts, sales, and relationships.
· Volunteero – a volunteer management software for volunteer management. 
· Excel spreadsheet – it can be used for volunteer management 
· Microsoft Access – a database management system 
· In-house designed systems

11. Practical Tools

· Canva – a user-friendly online design platform that is great to create any branding, training, marketing, and visual materials. The basic version is free for everyone, and the Pro version is free for charities.
· Microsoft Forms – Online survey and data collection tool, integrated with Microsoft 365.
· Microsoft 365 Outlook Calendar – Scheduling and calendar tool for meetings, appointments, and task management.
· Google Forms – Collaborative online forms for data collection and workflow management. 
· Microsoft 365 SharePoint – Microsoft’s document management and intranet platform for team collaboration.
· Trello – Project management tool with boards, lists, and cards for task tracking and collaboration.
· Miro – a free team collaboration platform with a lot of different functions.
· Impactasauros – a free online tool for impact reporting.

12. AI: Consideration for Use
Emerging technologies such as AI in all its iterations and subsets have been put on spotlight for the VCSE sector too. At present, there are over 25,000 AI tools and plug-ins. When thinking about AI tools implementation for your organisation, we recommend to:
· Focus on the human first – AI is a tool, and it does not replace any staff and volunteers’ experience and expertise.
· Have a clear strategy and processes, over tech for tech’s sake.
· Remember that it can be costly. Invest in education, upskilling, and hardware first.
· Keep a record of what you do.
· Centre transparency and accountability. Keep your beneficiaries, volunteers, staff, and board informed how/why you are using AI. 
· Embed ethical compliance from the start. Provide user guidelines and organisational policies that align with your ethics, mission, and purpose.
· Do not enter any confidential information into any AI tools.
· Have a critical engagement with all the tools you are using.
· Be mindful that it is often not factually correct, and it relies on biased data sets that tends to exacerbate inequalities and poverty. Emergent AI initiatives are trying to tackle these systemic issues.
· Understand that it is a very fast-changing tech landscape.
· Remember that AI uses copyrighted materials as a data source.
· Understand and minimise AI’s environmental impact. For example, use free stock videos and photo banks such as Unsplash, Pexels and Pixabay instead of generating AI photos and videos; do google searches instead of AI searches.
· Provide AI with good quality input. We are training the AI tools as we are using them. Bad data in means bad data out. 

13. Other Useful Resources
GOV.UK - Digital tools that support volunteering 
VolunteerManagers.Org - Digital in Volunteering Toolkit
Charity Digital - Technology for good is the website that lists available software discounts for charities - this list changes all the time but is it worth registering with
NCSC - Cyber Security for small organisations - Overview 
NCSC - Cyber Security Toolkit for Boards   
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